IHamarTka
«O Mepax 1Mo nNpeaynpexaeHUI0 XUIIIEHUN JEHEKHBIX CPEJICTB MIPH
HUCITIOJIB30BaHHUU 6aHKOBCKI/IX KapT»

s mpenoTBpamieHus: MPOTUBONPABHBIX JIEUCTBHUM IO CHITHUIO JEHEKHBIX
CpeACTB ¢ OAHKOBCKOI'O cUeTa He0OXOAUMO UCXOAUTH U3 CJIeXYIONIEero.

Cotpynnuku 6aHKa HUKOTIa IO Telae(OHy WK B 3JIEKTPOHHOM MHUCHME He
3anpaluBaIOT: TEPCOHAJBLHBIC CBEICHHUS (Cepusi M HOMEp TMaclopTa, ajapec
peructpanuu, uMs U pamMuiaus BIajeablla KapThl); PEKBU3UTHI U CPOK JICUCTBUS
KapThl; MAPOJIM U KOJBI U3 CMC-COOOIICHUM IJIsl MOJATBEPKICHUSI (PMHAHCOBBIX
onepauuii uau ux ormensl; Jorud, [IMH-kon u CVV-kon 6aHKOBCKUX KapT:

Cotpynnuku 0aHKa TakKe He NMpeaiaraiT:

- YCTaHOBUTb TMPOTPaMMBbl yHAJE€HHOTO JocTyna (WM CTOPOHHHE
MPWIOKEHHUS) HA MOOMIIBHOE YCTPOMCTBO M Pa3pelInTh MOAKIIOYEHUE K HUM T0]T
NpPEAJIOrOM  TEXHUYECKOW TMOJAJEPKKH (HampuMmep, YyAalIeHHE BHUPYCOB C
YCTPOMCTBA);

- mepeuT no cceplike 3 CMC-coo0rieHus;

- BKJIIOYUTH TIepeajpecaruio Ha TeineoHe KIWEHTa JJIS COBEPIICHHS B
JadbHEWIleM 3BOHKA OT €r0 UMEHH B OaHK;

- TIOJ] UX PYKOBOJICTBOM IMEPEHECTH JJIsl COXPAHHOCTH JICHEKHBIE CPECTBA
«3alUIICHHBINA CUCTY;

-3aliTM B OHJIaH-KaOuHeT 1o ccbuike u3 CMC-coobmieHuss uiu
AJIEKTPOHHOTO MUCHMA;

bank MoXeT WHUIIMUPOBATH OOIIEHHUE C KIUEHTOM TOJBKO IS
KOHCYJIbTAlIMM TI0 MPOAYKTaM U YCIyraM KpeAUTHO-(UHAHCOBOTO YUYPEKICHUS.
[Ipu >TOM 3BOHKHM COBEPIIAIOTCS C HOMEPOB, YKa3aHHBIX Ha 0OOPOTHOM CTOpOHE
KapThl, Ha caiiTe 0aHKa WM B OPUTHHAIBHBIX OAHKOBCKUX JOKyMeHTaX. MHbie
HOMEpA HE UMEIOT HUKAKOT'0 OTHOIIICHUS K OaHKY.

Crnenyer MCIONB30BaTh TOJIBKO HAJIEKHBIE O(PHUIIMAIbHBIC KaHAJIBI CBS3H C
KpeauTHO-(PHUHAHCOBBIM yUpekaeHueM. B yactHocTH, hopMy 0OpaTHOM CBS3M Ha
caiite OaHKa, OHJIAWH-TIPHIIOKECHUS, TeIe(OHBI TOPSIYeH TUHUHN, TPYTIBI WU YaT-
OOTBI B MeECCEHIKepax (eclii TaKOBbIE HMMEIOTCS), a Takxke oduiuaibHbIe
OaHKOBCKHE MIPUIOKEHHUS U3 MarasuHoB App Store, Google Play, Microsoft Store.

HeobxoauMo yuuThIBaTh, YTO AeprKaTeldb KapThl 00si3aH CaMOCTOATEIBHO
obecrneunTh KOHPUACHIIUATBHOCTh €€ PEKBU3UTOB U B 3TOM CBSI3U U30€raTh:

- MOJIKJIFOYEHUS K 001 IOCTynHBIM ceTsM Wi-Fi;

-ucnons3oBanus [IMH-kona nwim CVV-kona npu 3akaze TOBApOB U YCIyT
yepe3 ceTb «MHTepHeT, a Takxke no tenedony (dakcy);

- COOOIlEeHUsS KOJIOB TPEThUM JHIlaM (B TPOTUBHOM cCiydyae JIOObIe
omepauuu, coBepiieHHble ¢ wucnons3oBanueM [IMH-koma wnm CVV-kona,
CUUTAIOTCS BBIMOJHEHHBIMU CaMHM Jep)KaTelieM KapThl W HE MOTYT OBITh
ONPOTECTOBAHBI).

[Ipu ucnonp30BaHUU OAHKOMATOB OTJAABANTE MPEANIOUYTEHUE TEM, KOTOPhIE
YCTAaHOBJICHBI B 3alUIICHHBIX MECTaX (HAmpUMep, B TOCYUPESKICHUSX, odrcax
OaHKOB, KPYIHBIX TOPTOBBIX LIEHTPAX).



[lepen ncnonap3oBaHueM OaHKOMAaTa OCMOTPHUTE €ro U yOEAUTECh, YTO BCE
omnepaluy, COBEpPIIAEMbIEe MPEIbIAYIIUM KIMEHTOM, 3aBEpIICHbl; YTO Ha
KJIaBUaType UM B MeCT€ /Jisi IpUeMa KapT HET JOMOJHUTEIbHBIX YCTPOMCTB;
oOpailaiiTe BHUMaHUE HA HEUCIIPABHOCTH U TTOBPEKACHUS.

Cogepiiias onepaiyu, He IPUCIYIIMBANTECh K COBETAM HE3HAKOMBIX JIOJIeH
Y HE NIPUHUMANTE UX TIOMOILIb.

[Ipn ucnosb30BaHUM MOOUJIBHOTO TelepoHa COONIOAANTE Ciexylolmne
npaBuJja:

- NpU YCTAHOBKE MPUJIOKEHMHM oOpallaiiTe BHUMaHUE Ha IMOJHOMOYMS,
KOTOpbIE OHU 3amlpaiiuBaiOT. byabTe O0COOEHHO OCTOPOXKHBI, €CIU MPUIOKEHUE
IIPOCHUT TIPaBa Ha YTEHUE aJPeCHOM KHUTH, OTIpaBKky CMC-coo01ennii u JoCTyI K
cetu «HTEpHETY;

- OTKJIIOYUTE B HACTPOMKAaX BO3MOXKHOCTH HCIIOJb30BaHUSI T'OJIOCOBOIO
YIPABJICHUS IPU 3a0JJIOKUPOBAHHOU 3KPAHE;

[Tpumensia cepsucel CMC-0aHka, cBepsiiiTe peKBU3HUTHI onepanuu B CMC-
COOOIIEHUH C OJIHOPA30BBIM MapojieM OT oduuHalIbHOrO HoMmepa Oanka. Ecnu
PEKBU3UTHI HE COBMAJAIOT, TO TAKOU MapOJIb BBOJUTH HENb3S.

[Ipu omnare ycnyr kaptoid B cetu «MHTEpHET» (0COOEHHO MpH MPUBSIZKE K
pEerysipHbIM TUIATEKaM HIIM aKKayHTaM) TpeOyeTcs BCEer/a YYUTHIBATh BBICOKYIO
BEPOSITHOCTh NEPEXO0Jla Ha MOJAJEIbHBIA CAWT, CO3JaHHBIA MOILICHHUKAMH IS
KOMIIPOMETAINU KIIMEHTCKUX JAaHHBIX, BKIFOYAsl TUIATEKHbIE KAPTOUHbBIC TAHHBIC.

[ToaTomy HeoOXoaumo oOpamaTh BHHMaHHE Ha HEOOXOIUMOCTH
UCIIOJIb30BaHUs TOJIBKO IPOBEPEHHBIX CANTOB, BHUMATEIIBHOTO IPOUYTEHUS TEKCTOB
CMC-coo011enuii ¢ KoJaMu MOATBEPKICHUHN, TPOBEPKHU PEKBU3UTOB OTIEPAIIHH.

s MUHMMU3aUUM BO3MOXHBIX XUILEHUN MPU MPOBEICHUM OIEpalUui C
ucroyib3oBaHueM ceTu «WHTepHeT» pexkoMeHayeTcs O(QOpPMUTh BUPTYaIbHYIO
KapTy C yCTaHOBJIEHUEM pa3Mepa MHIAUMBHUAYaJIbHOIO JIUMHUTA, OrPAHUYUBAIOIIETO
omepanuu JJisi TaHHOTO BHUJA KapThl, B TOM YHUCJE C HCMOJIb30BAHUEM JIPYTHX
OaHKOBCKHUX KapT, BBITYIIIEHHBIX HA UMS JIepKaTesl KapThl.

Korpa 6aHk cunTaet mogo3puTelbHBIM ONEpallii, KOTOPhIE COBEPIIAIOTCS
OT UMEHU KIJIMEHTa, OH MOXET MO CBOEH WHUIIMATHUBE BPEMEHHO 3a0JIOKHPOBAThH
noctytn k cepucam CMC-6anka u oHnaiiH-kaOuHeTta. Eciu onepanuu coBepiieHsbl
Jep)KaTeneM KapThl, JUIsi OBICTPOrO BO30OHOBJIEHHS JOCTyHa K JACHEKHBIM
CpelCcTBaM JI0CTaTOYHO MO3BOHUTH B KOHTAKTHBIN IIEHTpP OaHKa.

B cnydae cMeHbl HOoMepa MOOWJIBHOTO TejedoHAa HIM €ro yTepu —
CBSDKUTECHh C OAaHKOM ISl OTKJIIOUEeHHsS U OnmokupoBku jgoctyna k CMC-6anky u
3a0JIOKUPYIUTE CUM-KapTy, OOPaTUBIINX K COTOBOMY OIEpaTopy.

IIpr BO3HMKHOBEHHMM MAaJECHIINX IMOJO3PEHUN HACUET MPEANPUHUMAEMBIX
MOMNBITOK COBEPIICHUS MOIICHHUYECKUX JEHUCTBUI CIleyeT HE3aMEIJIUTEIIbHO
YBEJOMJIATH 00 3TOM OaHK.

B cBsI31 ¢ U3II0)KEHHBIM, IPOKYpaTypa BBICETIKOBCKOTO pailoHa Mpejiaract
HEYKOCHHUTEJIbHO  COOJII0/IaTh MPUBEJICHHBIE B  HACTOAIICH mMaMATKE U
pEKOMEH AU H.



